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802.1X Client Software

The IEEE 802.1x port-based authentication on the TP-Link switch prevents unauthorized clients
from accessing the network. 802.1x operates in the typical client/server model. When using the
TP-Link switch as the authenticator system, please read this user guide to acquire information
about the installation and configuration of the 802.1X Client Software.

1 Installation

1. Typical Topology

The 802.1x architecture consists of three entities: Supplicant System (Client), Authenticator

System and Authentication System.

Supplicant System

Authenticator

System Authentication

Server System

Figure 1-1 802.1x Topology

Supplicant System: The supplicant system is an entity in LAN and is authenticated by the
authenticator system. The supplicant system is usually a common user terminal computer.

Authenticator System: The authenticator system is usually an 802.1X-supported network
device, such as this TP-Link switch. It provides the physical or logical port for the supplicant
system to access the LAN and authenticates the supplicant system.

Authentication Server System: The authentication server system is an entity that provides
authentication service to the authenticator system. The server system is normally in the form
of a RADIUS server.

The 802.1X client software should be installed on the terminal computer in the Supplicant
System.

2. Supported Platforms

32-bit Windows Server 2008
32-bit Windows XP SP3
32-bit Windows 7 SP1
64-bit Windows 7

32-bit Windows 8

64-bit Windows 8

32-bit Windows 8.1

64-bit Windows 8.1
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3. Installation

The 802.1X Client Software is in the same directory with this User Guide. This software is also
available at our official website. Follow the InstallSheild Wizard to accomplish the installation.

2 Configuration

1. After completing installation, double click the icon ﬂ to run the TP-Link 802.1X Client
Software. The following screen will appear.

'] TP-Link 802.1X Clien

10 tp-link

Mame: |

Password: |

[ Save password

[~ Advanced Authentication

Language: |Eng|ish j

Network:  |Realtek PCle GBE Family Controller |

Connect(C) Properties(P) Exit(x)

Figure 1-2 TP-Link 802.1X Client

Enter the Name and the Password for EAP-MD5 or PAP authentication method specified in
the Authentication Server. The length of Name and Password should be less than 31
characters. Try to enter no more than 16 characters as Name and Password if your switch
does not support advanced authentication.

2. Select Advanced Authentication and click Advanced Setting to perform EAP-TLS,
EAP-TTLS or PEAP authentication.

£ Note:

When using this interface, please ensure that both the TP-Link switch and the authentication
server supports the authentication methods in the following figure.


https://manualsfile.com

Advanced Setting(&S) |

Authentication Method
f« EAP-TLS(T) (" EAP-TTLS(L)

" PEAP(P)

Tunnel: | J [~ Anonymous

Mame: |

Password: |

Certificate Setting

Select Client Cerificate(S)

v Verify Server(V)

OK(O) Cancel(C)

Figure 1-3 Advanced Setting

Authentication Method: EAP-TLS, EAP-TTLS or PEAP authentication method can be
selected.

Tunnel: The authentication methods adopted for EAP-TTLS or PEAP after the TLS secure
tunnel is established. For EAP-TTLS, EAP/MSCHAPV2, EAP/MD5, EAP/GTC, MSCHAPV2,
MSCHAP, CHAP and PAP can be selected. For PEAP, EAP/MSCHAPV2, EAP/MD5 and
EAP/GTC can be selected.

If Anonymous is selected, the clients will use anonymous as the identity to initiate the
authentication.

Name/Password: Name and password for EAP-TTLS, PEAP or EAP-TLS (name required
only) authentication method. Both Name and password should be less than 31 characters.

Certificate Setting: A client certificate is needed for EAP-TLS authentication. Click to select
the certificate.
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3.

ra N

Select Cerificate

Issued To | Issued By | MNotBefore | MNotAfter

user@tplink.com tplink Certific...  2014-1-26 2024-1-24
steve wirelessdemoca 2014-3-10 2015-3-10
user @tplink.com  tplink Certific...  2014-3-13 2024-3-10
steve Example Certi... 2014-3-10 2015-3-10
huanghin wirglessdemoca  2014-3-10 2015-3-10
] 1 b

Cancel(C)

Figure 1-4 Select Certificate
Verify Server: Select this option to verify the server certificate.

Click the Properties button on Figure B-12 to load the following screen for configuring the
connection properties.

i i’
Connection properties lﬁ

2302 1X netwark connection

[~ Send 021X protocol packets by unicast

DHCF

[~ Obtain an IP address automatically

General

[+ Handshake
[ Auto reconnect after timeout

Drefault(P) OK(O) Cancel(C)

Figure 1-5 Connection Properties

Send 802.1X protocol packets by Unicast: WWhen this option is selected, the Client will send
the EAPOL Start packets to the switch via multicast and send the 802.1X authentication
packets via unicast.

Obtain an IP address automatically: Select this option if the Client automatically obtains the
IP address from DHCP server. After passing the authentication, the Client can be assigned
the IP address by DHCP server. The Client can access the network after getting the new IP
address.

Handshake: When this option is selected, the notification of network disconnection will pop
up after Handshake timeout.

Auto reconnect after timeout: Select this option to allow the Client to automatically start the
connection again when it does not receive the handshake reply packets from the switch within
a period.
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4. To continue, click Connect button after entering the Name and Password on Figure B-12.
Then the following screen will appear to prompt that the Radius server is being searched.

Connecting @

Searching the RADIUS senver..
— g

Cancel(C)

Figure 1-6 Authentication Dialog

5.  When passing the authentication, the following screen will appear.

Connecting @

Successfully authenticated. Metwork is
P connected!

Close(X)

Figure 1-7 Successfully Authenticated

6. Double click the icon on the right corner of desktop, and then the following connection
status screen will pop up.

Connection Status @
Connection
Status: Connected
Ciuration: 000026
Activities
Received ' L | Sent
Packets: 4 5
Disconnect Close(X)

Figure 1-8 Connection Status
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3 FAQ

Q1: Why does this error dialog box pop up when starting up the TP-Link 802.1X Client Software?

TpSupplicant-English.exe - Unable to Locate Component [

This application has failed to start because wpcap.dil was not found.
Re-installing the application may fix the problem.

L A

A1: It's because the supported DLL file is missing. You are suggested to go to
http://www.winpcap.org to download WinPcap 4.0.2 or the higher version for installation, and run
the client software again.

Q2: Is this TP-Link 802.1X Client Software compliable with the switches of the other
manufacturers?

A2: No. This TP-Link 802.1X Client Software is customized for TP-Link switches.

Q3: Is it safe to set the password being automatically saved?

A3: Yes. The password saved in the configuration files is encrypted.
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